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Our thoughts and prayers go out to all the victims and those that have lost  loved ones during the tragedy of September 11th .  For every person that was lost, heaven gained another angel.  


“The ultimate measure of a man is not where he stands in moments of comfort and convenience, but where he stands at times of challenge and controversy."
-- Martin Luther King Jr.

MONTHLY MEETING

Date:           October 9, 2001

Time:          12:00 noon

                    11:30 Registration

Location:

                    Kunz’s

                    107 S 4th Street

                    Louisville, KY

                    (parking validated) 

Speaker:     James Rose
Topic:         COBIT

(see end of newsletter for more information on topic and speaker)
Cost:           $20.00

CPE:            1 hour
Menu:           Broiled Boston Scrod

                     Grilled Rueben Sandwich

                     Penne Pasta Carbonara

RSVP:     By October 5, 2001

Carrie Ramsey

Office:  627- 4738

(voice mail is available 24 hrs)

fax #: 627-2550

email: carrie.ramsey@lgeenergy.com
PRESIDENT’S MESSAGE

Dear Members: 

The September meeting had a great turnout despite the tragic events that took place September 11. Carl Balderson gave an informative presentation on the new IIA standards that will be effective January 1, 2002. Contgratulations to Heather Roller for passing the CIA exam and receiving a certificate. James Andriot, Gene Hehemann, and William Walter all received 10 year anniversary pins. This month's speaker is James Rose, Director of Audit Consulting at Humana Inc. Jim will be speaking to the chapter about (COBIT) Governance, Control, and Audit for Information and Related Technology. 

The Louisville and Central Ky IIA Chapters will be co-sponsoring an all-day Fraud Seminar(Fraud 2001) with Courtney Thompson coming up Monday, October 22, 2001 at the Four Points Sheraton Hotel in Lexington, Ky. POC: Joe Buckman (859) 232-8664. In addition, Humana Inc. will be hosting a two day seminar titled "From Audit to Consultant: Developing Essential Competencies" on October 18-19, 2001 at the Humana Tower in Louisville, Ky. This seminar will be worth 15 CPE's and cost $400 per person. POC: Jeannie Riggs jriggs@humana.com. 

Please make a change on your calendars. The Data Analysis Fraud Seminar with Mark Nigrini has been rescheduled from December 13-14, 2001 to February 19-20, 2002. The cost will be $350/members and $400/non-members. More information will be sent out concerning this seminar soon. Plaques and pins will be awarded to last year's executive for the Louisville IIA Chapter receiving gold status. Please join me in welcoming new members Carl Biber, Paul Book, Shannon Curran, David Reilly, Donna Walker, and Timothy Weiss to the local chapter. 

See you at the meeting. 

Chris Lewis, President 

IN THE NEWS ….. 

New Practice Advisories Issued

Practice Advisories, formerly referred to as the Red Book guidelines, are formally endorsed guidance for internal auditors but are not mandatory. Practice Advisories will help you interpret the Standards or apply the Standards to specific internal auditing environments. In January 2001, The IIA issued the first 47 Practice Advisories as a replacement for information previously contained in the Red Book. 


    The IIA has since released new Practice Advisories on:

· Internal Audit Responsibility for other (Non-Audit) Functions

· Linking the Audit Plan to Risk and Exposures

· Information Security


· Internal Audit's Role in the Risk Management Process


· Internal Audit's Role in Organizations Without a Risk Management Process


· Legal Considerations in Evaluating Regulatory Compliance Programs


· Assessing the Adequacy of Risk Management Processes


· Role of the Internal Audit Activity and Internal Auditor in the Ethical Culture of an Organization


· Legal Considerations in Granting Access to Engagement Records


· Legal Considerations in Communicating Results


    The Practice Advisories listed here are the first to expand significantly beyond information formerly contained in the Red Book.
    Practice Advisories are also available in English on the Web site to IIA members only and require a valid IIA membership number and password to be viewed. Planning is under way for CD-ROM and printed versions of these documents to be available for sale later this year.

New Standards Announced

    The IIA has published the new Standards for the Professional Practice of Internal Auditing (Standards), which represent the first major revision of the Standards since they were first issued about a quarter of a century ago. The revision is a part of the 


     

process to develop a new Professional Practices Framework (PPF).


    A full-page article about the PPF is attached to this issue of Connections and is available at www.theiia.org under Publications, Newsletters, Connections.


    The revised Standards and guidance are extremely significant to our global profession and all members are encouraged to apply them to their practice of the profession as soon as possible.

CPD/CPE Made Easy


    Are you a CIA or other certified professional who has to earn Continuing Professional Development/Education (CPD/CPE) hours in order to maintain your certification?
    Your chapter or institute is a great source to help you keep your designation in good standing. Local seminars, educational luncheons, dinner events, and conferences are designed for busy audit professionals, and most offer easy-to-earn CPD hours.If you need additional CPD/CPE hours, you can turn to IIA Inc.’s Web-based training. The IIA Web site: www.theiia.org now includes these training resources. 


Audit Learning

    Learn at your own pace and earn CPD/CPE at your own place. This site allows you to view four one-hour text-based courses and take periodic tests all for just US$40 per CPD hour. The site currently features: Introduction to Audit Sampling, Attributes Sampling Techniques for Auditors, Probability-proportional-to-size Sampling for Auditors, and Classical Variables Sampling for Auditors. The IIA plans to add 10 more courses over the next few months. 


Online CPD/CPE

    Beginning in May, The IIA will offer a subscription service to approximately 75 audiovisual segments on current topics in the auditing, accounting, business, and financial fields. At least four new 50- minute segments will be added monthly. Participants will be awarded one credit hour after viewing a segment and passing the segment’s test. Subscriptions will be US $95 for members and US $245 for nonmembers.

Report Your CPD/CPE Online

    After you have fulfilled your CPD hours you can report them online. CIAs and IIA members should visit www.theiia.org under Certifications for CPD/CPE reporting instructions, reporting requirements, and a CPD worksheet.


Free Exam Registration for CCSA & CGAP

   The IIA is offering a waiver of the $50 registratio portion of the exam fee to IIA members for new CCSA and CGAP registrants who have attended one of the CSA-related or government-related IIA public-offreing seminars or conferences within the past year.  

   The $50 discount for the CCSA exam is valid only for the:

· Enterprise Risk and Self-Assessment Conference

· Introduction to CSA Seminar

· CSA Facilitation Techniques for Audiotrs seminar

· Value-Added Business Controls: The Right Way to Manage Risk seminar

· Assessing Risk: A Better Way to Audit seminar

· Evaluating Internal Controls:  A COSO-Based Approach seminar

   The $50 discount for the CGAP exam is valid only for the:

· State and Local Government Conference

· Performance Auditing in the public Sector: Roles and Presponsibilites seminar

· Evaluating Public Sector Controls Using the COSO Approach seminar

· Assessing Risk in the Public Sector seminar

A candidate must be a first-time registrant and must register for the exam within one year of attending the seminar or conference. 

Sign up today for The IIA’s specialty exams offered at Prometric Testing Centers in the United States and Canada.  The final testing window for 2001 is October 1 – November 30.  

CIA Advocates Council Expands Professional Excellance

   Are you a chief audit executive and CIA who is committed to expanding the profession through promoting the benefits of certification?  Your commitment makes a difference to the profession and the future of the CIA program.  For information on the program and to enroll as a CIA advocate, contact Jo-El LaBorde at jlaborde@theiia.org or +1-407-830-7600, Ext. 248.  

MORE NEWS…

IIA Seeks Comments on Consulting Implem entation Standards Exposure Draft

   The IIA is seeking your comments on proposed Consuting Implementation Standards for the Professional Practice of Internal Auditing one new Assurnace Implementation Standard, and a revision to the definition of consulting services contained in the glossary to the Standards.  The exposure period ends on August 31, 2001. 

The exposure drafts is available at  www.theiia.org in the the guidance section.  

NOVEMBER CIA EXAM DEADLINE IS COMING

   The registration deadline for the November 2001 Certified Internal Auditor (CIA) exam is September 30.  The IIA’s web site features information on examination review materials, and the exam application forms.  CIA Candidate Brochures are also available by contacting Customer Service at custserv@theiia.org  or +1-407-830-7600, Ext. 1.  

New Seminars Are Hot, Hot, Hot

   Everyone likes to save money!  Auditing for Accounts Payable Recoveries, a new 2.5 day seminar, helps your organization do just that.  At the conclusion of the seminar, attendees will be able to detect and prevent payment errors, learn about the audit recovery business, identify common types of payment errors, and develop a risk model.  

Attendees will then be able to establish an internal recovery function or effectively and efficiently use third-party recovery auditors.  The course is scheduled in Palm Beach, Fla., August 29 – 31, and in Baltimore on November 5 – 7. 

   Quality of Earnings: Issues, Actions will premiere in Orlando October 15-17.  This 2.5 day seminar provides the opportunity to understand recent pronouncements affecting financial reporting,  learn approaches and techniques to stop financial statement manipulation, and partner with the Audit Committee to ensure the integrity of the organization’s finanicial statements.  Craig Greene, the course developer, will be the presenter.  

To learn more about these seminars, visit the Training Section of www.theiia.org or call +1-407-830-7600, Ext. 1. 


SHARE YOUR KNOWLEDGE

  The IIA is seeking authors for educational products on the following topics: 

· Business approach IT audit

· Online/practical auditing (control monitoring)

· Audit advisory services

· Security conflict and assurance out voting process

· CAE handbook – what CAEs need to know

· B2C – risks and controls

· Privacy issues beyond e-commerce

   Visit the Publications section of the www.theiia.org  for additional topics and details on submitting a proposal, or contact Evy Acevedo at eacevedo@theiia.org.  

THE ALL NEW VISION UNIVERSITY

   The IIA has recently updated the content of Vision University (VU), which prepares chief audit executives to lead the delivery of 21st century assurance and consulting services.  Attendees will have the opportunity to: 

· Seize auditing’s proactive leadership role in the organization consistent with the new directions of the profession.  

· Identify and discuss key issues and concerns facing CAEs. 

· Align your goals with those of other key players in your organization

· Determine strategies for addressing risk management, audit consulting, and assurance.

· Shift the focus from controls to risk, from procedures to process, from reporting to partnering. 

· Focus efforts on key customer groups internal and external to the audit organization. 

· Make the move as a demand-driven professional providing high-value, results-focused service. 

· Spread risk-consciousness throught the organization. 

For more information on Vision University, visit www.theiia.org or contact Lori Ondecker at +1-407-830-7600, Ext. 269, or email: londecker@theiia.org. 


GAIN INTRODUCES FLASH SUREYS !

  Gloabal Auditing Information Network (GAIN) participants now have access to a very powerful, fast, and free benchmarking service called flash surveys.  After submitting responses to these very short surveys, a participant’s browser is directed to the survey results to date. 

Surveys this year have covered codes of conduct and ethics, competitive bidding of external auditors, contracts with external auditors, usage of “scores” and/or “grades” in audit reports, and names and titles used in audit departments.  

   For more information, visit www.gain2.org. 

IIALOU.ORG

Look for us on the World Wide Web.  Bruce Edwards is currently developing the chapter website.  Look for information on meetings / seminars, membership information, links to other websites, and much more.

Suggestions for information to be included in the website can be sent to the webmaster. Bruce@bruceedwards.com
NEWSLETTER 

VIA E-MAIL

Would you prefer to receive the newsletter via e-mail?   

E-mail Michele Welscher at Welscher@sprynet.com.  Make sure to include your:    
Name

Organization

Email address

Phone number 

(in case of problems)


CONTACTS
CLASSIFIEDS

OFFICERS

President

Chris Lewis 

LG&E Energy Corp.

(502) 627-3363

chris.lewis@lgeenergy.com
Vice President

Michele Welscher

Crowe Chizek and Company 

(502) 420-4421

Welscher@sprynet.com 

Treasurer

Carl Balderson                                            (502) 627-2366

LG&E Energy Corp.

Carl.balderson@lgeenergy.com
Secretary

Bob Boyle

Strothman & Company 

(502) 581-7829

rboyle@strothman.com
Webmaster

Bruce Edwards

Bruce@bruceedwards.com 

GOVERNORS

Kelly Hopper 

(502) 874-2866

Tricon

Kelly.Hopper@Tricon-yum.com

Dr. Betty Brown

University of Louisville

Betty.Brown@louisville.edu

Lynn Hillebrand

Stock Yards Bank

Lynn.Hillebrand@syb.com
Dave Heilman

LG&E Energy Corp.

Dave.heilman@lgeenergy.com
James Rose

Humana Inc.

Jrose1@Humana.com
Jerald Miles

(502) 574-3256

City of Louisville

Jmiles@louky.org
Don Whitehouse

(502) 588-3842

Don.whitehouse@cacky.com
Bruce Edwards

Bruce@bruceedwards.com

CHAIRMANSHIPS

Academic Relations

Don Whitehouse

Commonwealth Industries, Inc. 

(502) 588-3942

don.whitehouse@cacky.com
Attendance/Hospitality

Jerald Miles

City Of Louisville

(502) 574-3256

jmiles@louky.org
Government Relations

Phil Bezehertny

Ky Office of the Auditor of Public Accounts

(502) 573-0067

pbezehertny@kyauditor.net
CIA Program

Carl Balderson

LG&E Energy Copr

(502) 627-2366

carl.balderson@lgeenergy.com
Editorial/Newsletter

Michele Welscher

Crowe Chizek and Company

(502) 420-4421

Welscher@sprynet.com
Audit

Betty Brown

University of Louisville

(502) 852-4889

Membership

OPEN 

WE NEED YOUR HELP !

Make our chapter better than ever by volunteering your time.  Contact Chris Lewis at ( 502) 627-3363  for more information. 
 Jefferson Wells

………………..
Providing a progressive blend of operating and consulting solutions to internal audit, financial, and tax departments nationwide.

As a high quality and affordable alternative to Big Five firms for a range of quality services, Jefferson Wells is rapidly becoming the leader in providing Internal Audit solutions to our growing client base. 

Our team of seasoned professionals partner with Internal Audit departments to assist in addressing routine and complex IT Audit issues, financial and operational audit challenges, compliance projects, fraud investigations, and special projects requiring unique skill sets. 

We also provide audit personnel to assist the internal audit department with staffing challenges, and assist you in meeting your annual audit plans. Other services offered by Jefferson Wells include Enterprise Systems Services, Accounting, and Tax Accounting.

For more information about Jefferson Wells services, please visit our Jefferson Wells.com web site, or call us at 513-421-2100 and ask for either Tim Kelly or Jacqueline Bauereis. You can also write us at Jefferson Wells, 312 Walnut St., Suite 1020, Cincinnati, Ohio 45202.



CALENDAR OF EVENTS

IIA 2001 – 2002 Meeting Schedule

Mark the following dates on your calendar for the monthly meeting of the Louisville Chapter of IIA.  (Speaker and topic listed ):

Date 
Speaker
Topic

October 9, 2001
Jim Rose
COBIT or other IT topic



November 13, 2001
Professor Paul Coomes

University of Louisville


The New Louisville Regional Economy: Things We Learned Over the Last Ten Years



December 11, 2001
Ray Strothman

Strothman & Company


Leadership

January 8, 2001
Rebecca Jackson


To be announced 

February 12, 2002
Kim H. Burse, CPA

President & CEO of the Louisville Develoment Bancorp, Inc. 


Activity of the Bank and the auditing functions relative in the banking industry.

March 12, 2002


Nancy Wong

Department of Commerce, Washington, D.C.


Critical Infrastructure Assurance Organization

April 9, 2002


Dave Richards, CIA

Audit Manager of Internal Audit 

First Energy and Chairman of the Board of the IIA


The New Audit Consultant

May 14 , 2002


Star of Louisville Cruise
Networking

IIA National Events

OCTOBER 2001 

1- 11/30
1-11/30 Certified Government Auditing Professional (CGAP) North American Exam 

1 – 11/30
1-11/30 Certification in Control Self-Assessment (CCSA) North American Exam

1 – 3
1-3 Industry Audit Series: Financial Services Conference, Orlando, Florida, United States

1 – 3
1-3 IIA/EEI Industry Audit Series: Utilities Conference, Orlando, Florida, United States

8 – 12
8-12 Introduction to SAP Audit Seminar, Deerfield, Illinois, United States

15
15 Certification in Control Self-Assessment (CCSA) International Exam 

15 – 17
15-17 The IIA/MIS Control and Audit of Information Technology Conference,
Boston, Massachusetts, United States.  

For more information, log-on to www.theiia.org


Updating Member Information

To update your member profile information (i.e. address, email address, phone, employer, etc.) log-on to www.theiia.org and go to Member Profile.  Your logon password for theiia.org member page is located on your membership card.  At the member profile page, you can submit your new information for IIA National Headquarters.  Updates to National, will be forwarded to the local chapter monthly.  

If you cannot find your membership card, you can obtain your password by calling IIA  customer service at 1-407-830-7600, Ext. 1.  

CONGRATULATIONS

MEMBERSHIP ANNIVERSARIES

20 YEARS

Ann M. Bauer, Bank of Louisville

15 YEARS

Glenn E. Reed, Glenn Reed CPA

10 YEARS

James E. Andriot, James E. Andriot CPA

Gene D. Hehemann, National City Bank

William A. Walter, National City Bank

Eugene H. Dumm, Farm Credit Services

SEMINARS

From Auditor To Consultant:  

Developing Essential Competencies. 

When:                    October 18 – 19

Where:                   Humana Tower

                               500 W. Main

                               Louisville, KY  40202

CPE:                       15 hrs

Cost:                      $400 per person

Reservations:       Jeannie Riggs 

                               jriggs@humana.com 

What You Will Learn

1. Consulting:  Common Misconceptions and Pitfalls

2. Helping Clients Redefine Audit Work

3. How to Plan, Implement, and Contract for a Client Relationship That Eliminates Problems Before They Begin

4. Getting Clients to Call You Earlier

5. How to Develop a Results-Driven Approach

6. Identifying Your Communications Blind Spots

7. How to “Read” Your Clients

8. Giving Advice so Clients Understand and Follow It. 

9. Refining and Using Listening Skills to Cain Client Buy-In

10. Handling “Problem” Clients Effectively

11. Handling Group Consulting Situations

12. Putting What You’ve Learned to Use


Focus 

Although auditors are increasingly required to function in consulting roles, they often lack the skills necessary to perform these tasks effectively.  This intensive, two-day seminar provides a unique mix of the strategic methods and the communications tools that will help you assume the role of audit consultant with optimum results.  You will learn contracting tactics that increase client understanding and accountability and partnering strategies that build and maintain client relationships.  You will focus on the interpersonal skills critical to implementing your strategies: giving and getting feedback, advice, and criticism; collaborating; problem –solving; and listening.  

Who Should Attend

Financial, Operational, Information Technology, and External Auditors who function in a consulting role.  Since much of the seminar focuses on strengthening relationships with consulting clients, it is often useful for participants to attend with key consulting clients.

Fraud 2001

INCREASING AUDITOR EFFECTIVENESS

IN RECOGNIZING & DETECTING FRAUD

Internal auditors and public accountants are under fire. Some doubt their ability or willingness to detect fraud.  There seems to be an increasing expectation that internal auditors detect fraud in routine audits.  Yet most auditors get very little fraud training.  Standards for auditors, including those issued by the IIA, AICPA, and government, call for auditors to be knowledgeable about fraud exposures and symptoms of fraud in areas audited.

This one-day course provides specific approaches and steps to help auditors recognize and detect fraud.  It is a "how to" course that presents suggestions for detection and for creating an environment, which promotes discovery of fraud.

· Establishing an environment for handling fraud

· Understanding management response

· Establishing a policy for fraud

· The Five Step Approach to Fraud Detection

· Understanding what can go wrong

· Recognizing symptoms of fraud

· Using and misusing red flags of fraud

· Understanding fraud in purchasing

· Detecting fraud in the computerized environment

· Monitoring for fraud

· Dealing effectively with informants

· The Four Step Approach to Fraud Prevention

Participants receive a student notebook containing discussion notes, exercises and narratives.  Exercises are used to reinforce the lecture and case examples and ensure that exposures and symptoms of fraud are understood.


When :       October 22, 2001

Time:          8:30 a.m. to 5:00 p.m
Where        Sheraton Four Points Hotel 

                     Lexington, Ky

CPE             8 hours 

Cost:            $170 for IIA members, 

                     $195 for non-members, 

                     Includes a continental breakfast,

                     lunch and afternoon snack

Payment:      Make checks payable to: 

                     Central Kentucky IIA 

                     c/o Dave Osbourne 

                     Ashland Inc. 

                     3499 Blazer Parkway 

                     Internal Audit, LA-1S 

                     Lexington, Ky 40509

Registration:  (859)232-8664  or email 

                      CentralKentuckyIIA@bigfoot.com 

Deadline:     Wednesday, October 17, 2001

Directions to the workshop:

The workshop will be held at the Sheraton Four Points Hotel at I-75 at Exit 115 in Lexington 

From Lexington   The Sheraton Four Points Hotel is on Newtown Pike at I-75.  From New Circle Road, follow interstate signs to Newtown Pike.  Go under interstate to first stop light and turn right.  Hotel is on your right.

From Louisville and west  Follow I-64 East to Exit 115 (Newtown Pike).  Turn left off of the exit and turn right at the first light.  Hotel is on your right.

From Cincinnatti and north:  Follow I-75 South to Exit 115.  Turn left off of the exit and turn right at the first stop light light.  Hotel is on your right.

From Winchester and the east:  Follow I-64 West to I-64/I-75 merge.  Follow I-75 North to Exit 115 (Newtown Pike).  Turn right off of the exit and right at the first light.  Hotel is on your right.

FRAUD 2001

Speaker Bio 


COURTENAY M. THOMPSON JR.
Mr. Thompson is a recognized authority on training managers, auditors and investigators in fraud-related matters.  Since 1981 he has designed and presented courses on fraud prevention, detection and investigation for business and government organizations worldwide.  His courses are known for providing practical, proven approaches to real problems.  These practical approaches have yielded dramatic results for class attendees.

In addition to providing training on fraud-related matters, Mr. Thompson provides training on behavior and communication skills and internal auditing.  He is the co-developer with R. L. Townsend, of a series of courses on audit and control of construction costs.  He is also co-developer with Richard Stohl of a series of courses on audit and control of health benefits administration.  Mr. Thompson is currently editor of "Fraud Findings" in The Internal Auditor magazine.

Mr. Thompson's experience prior to entering the consulting field includes public accounting with a Big 5 CPA firm, audit supervisor for consumer financial services for a large retailer, and director of auditing for a life insurance company.  His career in public accounting and internal auditing provided exposure to a number of types of impropriety including embezzlement, insurance fraud, loan fraud, stock fraud, kickbacks and bribery, misappropriation of funds and mail fraud.

In addition to personally detecting and investigating suspected fraud cases, he established corporate policies for fraud and trained other auditors in fraud detection and investigation.  Responsibilities included working with top management and reporting to the audit committee on the status of open cases.  He has worked closely with legal counsel, law enforcement and prosecutors.

Courtenay Thompson received his BBA and MBA degrees from Southern Methodist University and is a Certified Public Accountant.  He is a member of the Institute of Internal Auditors, Inc., the American Institute of Certified Public Accountants, and the Texas Society of Certified Public Accountants.



Value-Added Business Controls Seminar

The IIA Central Ohio Chapter has several openings available in the upcoming Value-Added Business Controls seminar on October 9, 2001. The speaker will be David Crawford and the cost of the seminar is $100 for IIA members and $125 for non-members. Please note that the cost of the seminar includes study materials, refreshments and the chapter's October 9 CPD Luncheon.   The seminar and luncheon will be held downtown at The River Club, 679 West Long Street, Columbus, Ohio. A total of 9 CPD credits will be awarded for 
the seminar and luncheon. Please contact Linda Wheeler at 614-480-1360 if you are interested in attending this high quality, cost effective seminar.. 

SAP R/3 Basics High-Risk Areas in the SAP R/3 Infrastructure

and How to Mitigate Them

October 29 to 31, 2001
Host:  Brown & Williamson Tobacco 

Location:  Brown & Williamson Tower at 4th and Liberty. 

Call:  Yvonne Stutesman at (502) 568-8276 or via email at yvonne_stutesman@bat.com

Seminar Focus and Features:  This intensive, four-day seminar is designed for technical auditors charged with auditing the infrastructure of the SAP R/3 system, and focuses on the control challenges inherent in implementing and managing an on-line and e-commerce SAP R/3 environment using the Basis Module. 

· You will cover releases up to and beyond 4.6, including the e-commerce connections using BAPIs and the Internet Transaction Server (ITS). 

· You will explore the audit and security control concerns surrounding B2B and e-commerce solutions integrated into and coexisting with the core SAP architecture and gain a detailed understanding of the Basis Module and its many parts. 

· You will examine SAP R/3 Transaction processing for both Internet and direct on-line processing, and review key master records, transactions, reports, and administration functions according to authorization/user profiles/activity groups. 

· You will investigate authentication, authorization, and accountability controls and settings, and learn the module's defaults settings, dictionary definition controls, programming RPCs, RFC, user exits, and BAPI tools, and controlling mechanisms. 

· You will detail user controls, administrative tools, and their impact on a secure controlled operating environment, as well as set-up an administration system access rights for users and the Basis administration team. 

Prerequisite: You should have first attended SAP R/3 Concepts and Audit Risks, or have equivalent on-the-job experience. 

Learning Level: Advanced 

Who Should Attend:  Experienced Information Technology Auditors; Quality Assurance Personnel; Systems Programmers and Analysts; Audit Managers; Database and System Administrators 

What You Will Learn 

1. SAP R/3 Fundamentals Review - overall architecture - direct transaction process - Internet transaction process - e-commerce solutions - MySAP.com - B2B solutions - SAP R/3 Terms - system architecture - technical architectur - Internet Transaction Server (ITS) - audit and security features in the new releases 

2. SAP R/3 Basis System - definition of the role of the Basis module - definition of the various Basis objects - configuration settings for Basis - program controls: authentication, defaults, transaction - standard profiles - activity groups - standard authorization - SAP R/3 object definitions - data dictionary control and maintenance - ABAP/4 programming controls - processing types - object and component programming: Remote Function Calls (RFCs), Remote Procedure Calls (RPCs), User Exits, CPIC 

3. Understanding SAP R/3 Communications - key objects - key processes -- IDOCs --CPIC -- ITS -- ALE -- background processes -- batch processes -- EDI transaction control -- network controls -- middleware controls -- remote communication controls - audit trails 

4. SAP R/3Records - user master - customer - vendor - other key master records - table maintenance controls 

5. Auditing Standards - user access - profile changes - activity groups and profile generator - authorization change - user administration changes - transaction trails - document trails - log files - archiving - SAP R/3 system logs - SAP R/3 application logs - operating logs - operating system audit capability - operating system audit logs - database systems - DBMS logs - DBMS audit logs - transaction logs - user logs - transaction type logs - activity logs - SAP R/3 audit tools and techniques - workflow 

6. SAP R/3 Administration - system and database administration - security administration: user, profile, authorization - Basis administration 

7. Internet Transaction Server - definition - e-commerce solution - MySAP.com - transaction controls - BAPIs - program control - database controls - B2B solutions - data integration between solutions sets - risk and control points 

8. Real-World Solutions to SAP R/3 Audit and Control - special rights and access: OS, DBMS, and application systems rights - configuration and set-up problems and controls - system administration and segregation of duties - development rights -- access building for SAP R/3 -- business objects -- interface adviser 

9. Correction and Transport System Control - platform separation - configuring CTS - correction process - transport process - version control - delta control - audit logs - authorization process - table reporting - emergency fixes - testing approach - test decking - integrated testing facility 

10. An Audit Approach - auditing the system tiers: workstation, network, operating system, network system, interface system, and remote system security - auditing the infrastructure - evaluating audit trails - auditing the Basis Module: access, transaction, table, program, batch, and output controls - conversion controls - system implementation - audit approach: user, transaction, profile, activity group, and object audits

October IIA Meeting Information

Topic:  Control Objectives for Information Technology - CobiT

The Information Systems Audit and Control Association created CobiT as a tool not only for use by end users and auditors, but also, as comprehensive guidance for management and business process owners.  CobiT’s Management Guidelines are generic and action oriented for the purpose of answering the following types of management questions: How far should we go, and is the cost justified by the benefit? What are the indicators of good performance?  What are the critical success factors?  What are the risks of not achieving our objectives?  What do others do? How do we measure and compare?

This lunch session will provide a short orientation to CobiT and provide examples of how to use the CobiT framework in IT, financial, and operational engagements.

Speaker:  James Rose – CPA, CISA

James is the Director of Internal Audit at Humana, Inc. Headquartered in Louisville, Kentucky, Humana is one of the nation's largest publicly traded health services companies, with approximately 6.5 million medical members located primarily in 18 states and Puerto Rico. Humana offers coordinated health benefits coverage through a variety of plans - health maintenance organizations, preferred provider organizations and administrative service products - to employer groups and government-sponsored plans. 

Prior to coming to Humana, James was Director of Performance Audits for the Commonwealth of Kentucky, supervising financial, fraud, and operational audits.  James also served previously as a Foreign Service officer with the US Agency for International Development conducting performance and operational audits of foreign assistance and economic development programs in Central and Eastern Europe, Central Asia, and Russia.
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